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Suspicious Transaction Report (STR)

* Areport by designated persons of suspicion
money laundering or terrorist financing including the
laundering of the proceeds of tax evasion.

* Designated person must make report as soon as
practicable.

* A Revenue source of intelligence not evidence.

Revenue &
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Why we look for STRs

- In Ireland STRs are received by both FIU and
Revenue
* Close co-operation between Revenue and FIU

* STRs can provide ‘red flags’ for both criminal and
revenue intelligence led activity.

* Difference in typologies between Revenue and FIU
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Submit STRs Online

* Reporting En

* XML upload: Upload a single or multiple
format. You can complete the formin the FIUs GoAML
system and download the generated XML to upload in
Revenue.

* Web Report: Complete and submit an online form detailing
suspicious activity. This file can be saved and later uploaded
to the FIUs GOAML system.

* Save attachments.
* Receive on-line acknowledgements of STRs submitted.

Revenue

5 Cain agus Custaim na hEireann
Irish Tax and Customs



What you need to Submit On-line

* To use the service, you wi
+ Revenue Online Service (ROS) login details and a valid
ROS digital certificate;

+ To register on ROS for STR reporting obligations. The
FIU Organisation ID (which is available on FIU CoAML

website) is required for STR registration;
* A ROS sub-user certificate for all MLROs for STR
reporting.

Revenue i
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https://fiu-ireland.ie/Home

How to Register for STR Reporting
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How to Register for STR Reporting

area will not be processed
unitil the "Submil’ process i
completed,

Suspicious Transaction Reports - smr

Status: Not Registered

FATCA T
Status: Not Registered

DAC2-CRS -pacz-crs
Status: Active

MNumbgr; TEGEE————

Agent nia

DAC4-CbC -pacacec
Status: Mot Registersd

4
eRegistration
Registration Options Your Requests (0)
Manage Your Reparting )
Dbligations and Agent Links Share Schemes Reporting - ssr Cease Regiiration
Notes: Status: Actwve
You may add multiple Number, SRm—
requests t Your Requests’ Agent nia
area
‘You will be brought back to DACS -pacs ey
this sereen after complzting Seztus: Active
each request form Number. AE——— lf status shom is
[tems in the “Your Requests’ Apent n'a

Ragaisr )

‘not registered’
click here

Caase Regisiration »

You need to submit this request in order for this
transaction 1o be processed
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How to Register for STR Reporting

eRegistration

STR Registration

* Denotes a required field
Registration Date (DD/MM/YYYY) * < >

FIU Organisation ID is 8 unique identification number assignedto a reporting organisation, by the Financial Intelligence Unit (FIU). tthe
This information can be found on GoAML. Log onto GoAML and click on ‘My GOAML' tab, and select either ‘My User Details' or My Org Details’. The FIU Z?‘Bi‘ﬂa‘nd FIU
number is the ‘Organisation Id' number. :

number and
More information is available on the Revenue website. click h ere

Financial Intelligence Unit (FIU) Organisation D * < >

9 Revenue
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eReqistration

Manage our Reparting
Obligations and Agent Links
Motes:

You may sdd multiple
requests 1o Your Requests’
ares.

You will be brought back to
this screen after completing
gach raquest form.

temns in the "four Requests’
area will not be processed
until the “Submit” process is
completed.

Registration Options
Share Schemes Reporting - ssr

Siatus: Active
Humbsr E———
Agent nia

Your Requesis (1)

Ceass Regiskation )

The status of the
STR will change to

DACE - pacs
Siatus: Active

Hurmibe el
Agent g

Cezte Registeation %

‘in request’ click
‘submit’

Suspicious Transaction Reports - sr

Status: In Requests

FATCA -ratca

Status: Not Registered

DAC2-CRS -pacacas
Siatus: Active

Humber: S
Agentnia

Ceass Regiskation )

You need to submit this request in order far th

transaction fo be processed.

DAC4-CbC -pacacec

Status: Not Registered
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How to Register for STR Reporting

bk Fuleed | your ransaction i ready 1o b= fransmitied, pleasa Si':ll'l and submil By Eﬂl!'l'ﬂ-ﬂ wour passward B=iow
@ If you wish 1 review the detalls of this ransachion chck on the bulion marked Back

Onca your frarsaction has been successhully kansmitted you will be provided with a nolice number Tor tha
fransacion. Fiease keep 8 nobe of T nurmber for your reconds

aign & Submit

HT202_61281770

Emrpmm.
Sign & Sebmit Back
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B Notice No. 4~ Customer Name 4 Regn/Trader NoDoc D4  TaxTypeDutyRep. Oblig. 4  DocumentType 4  Period Begin4  lssued Date 4

Reporing Entty

U E] ST90398970)  TEST COMPANY -1 33009630H e N/A 12122019
You will find a copy of the registration
confirmation on the ‘Revenue Record’
tab.
Revenue
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You Are Now Registered

Revenue ﬁ

L4in aglus Cugiaim ma bikinegan MY SERVICES REVENUE RECORD PROFILE WORK IN PROGRESS ADMIN SERVICES

eRegistration
Registration Options |
Manage Your Reporting R
Obligations and TAIN Links Share Schemes Reporting - ssr
Notes: Siatus: Mot Registered
You may add multiple
requests fo "Your Requests’ Suspicious Transaction Reports - sr Cease Registration »
drea. Status: Active
You will be brought back to Number: 02640542NH
this screen after completing Agent:

each request form.

Items in the "Your Requests’ FATCA _rFaTCA

area will not be processed Status: Not Registered

until the "Submit’ process is

FRILEE DAC2-CRS -DAC2-CRS Cease Registration $
Status: Active
Number: 03640542NH
Agent: nfa

DAC4-CbhC -pacacbc Cease Registration »
Status: Active
Number: 03640542NH
Agent: nfa

= Revenue
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SUB-USER CERTIFICATES

1

Rc\'cnuc ﬁ MY SERVICES REVENUE RECORD PROALE 'WORKIN PROGRESS
Ciln agus Custalm & b

Administration Services

FIRSTNAME SURNAME

To select anindividual, click on the Selectitem radio button to the left of the name

To apply for a certificate for an individual to act on your/company's behalf, click the Add Mew button
Youcan View or Revise the permissions of the selected individual by clicking on the

relevant option box below.

Additional information about these functions,

Select Surname Firstame 1D Ref. System Password Status
SUB_SURNAME] SUB_AIRSTNAMET 13 & ACTIVE
STNEADH SURNAMETIEND SINEADH_FIRSTHAMEEND 1224 & ACTIVE
TEST SURNAME TEST ARSTNAME 17456 o ACTIVE

Add New

= ﬁ§
Revenue
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MY SERVICES

REVENUE RECORD PROFILE WORK IN PROGRESS

ADMIN SERVICES

\pplication for a New

- - CGTEST CUSTOMER AM MANGO
-ertificate

« Toapply for a digital cedificate for an employee or individual to act en your behalf or on behalf of the company enter the details
requested below and click Submit

« Click on the @ symbaol on the left fo view the help available for this application

yrmation . E Denotes required field.
. « Permissions: Mote all New Cerificates will obfain the defaull permissions of "View" anly.
1 To change the user parmizsions please click the Revise button in fhe Admin Services fab after the MNew Cerlificate is created.

« Third Party Cerfificate: Third parly cerificates are used to access online services not provided by Revenue, for example Change
of vehicle owmership (metorrans) and DEP WelfarePartners services.
Select the option that corresponds to the Third Party online senvice you wish to access. Third Party certificates cannot be used
to log onto ROS, Leave this blank, if the certificate is required for Revenue Online Services.

Surname [v] | |
First Name [v] | |
ID Ref v | 'T?,pe M | v| ®

E-mail address for the V] | |
above named

Third Party Certificate

Money Laundering
Reporting Officer
(MLRO)

Click on the Submit button fo send your details to ROS

Click on the Back button to go back to the previous page

0

) Yes
1
® No ®

111511

ldA dlIlUu CUdSLUILILD

Il A
ity

o



Revenue ﬁ

MY SERVICES REVENUE RECORD PROFILE WORK IN PROGRESS

ADMIN SERVICES

You have just applied for a new Sub-User Certificate

Your application for a new Certificate for AISLING HAUGHEY
has been received by ROS.
The above named has been sent an email informing them to contact you for their ID Reference and Systam Password.
The ID Reference and System Password is available to you on your Administration Services Page.
Click the padlock to reveal the System Passwaord.
You currently have 1 associated certificate(s).
There is no limit to the number of associated certificates you can apply for.

To refurn to Administration Services page now click the OK button

ROS Help | Exit | Accessibility,
Terms & Conditions | Privacy Policy | Certificate Policy Staternent |

16



MY SERVICES REVENUE RECORD PROFILE WORK IN PROGRESS ADMIN SERVICES

Administration Services

CG TEST CUSTOMER AM MANGO

To select an individual, click on the Select item radio button to the left of the name

To apply for a certificate for an individual to act on your/company's behalf, click the Add New button
You can View or Revise the permissions of the selected individual by clicking on the

relevant option box below.

Additional information about these functions.

Select Surname Firstname ID Ref. System Password Status

Add New
HAUGHEY AISLING 12345 IEI REGISTERED

MyEnquiries
Permissions
Amend ROS Email
Addresses

17



Permissions on Tax/ Procedures Services

& View: bokup nformation, Prepan - enter defalls on a form, e sign and swbml form o ey enme

= Wlewlfor CAT and 5@ mp Duny: ookan nfommation and viewinbox Jocun ens

TaxesProcedures Ho Pemissons
WRT

Solid Fuel Carb, Tepe

Matural Gas
Carb. Tex

Dexrmici k2 Leagy
Electricity Tax
Encashment Tex

Film W ithHo lding
Te

Stamp Duty - Fine
Sa

Stamp Duty - Ins.
Le

Pens ion Tex

Light Dues Tax
MG T

Cheris hed Mumb-ers
ASSS (Fair Deal)
RS

RTSO Tex
DC2-CRS
DC4-ChC

5TR

OooooOoooboo 0 0 obobobo0ddd
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Revenue &
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How to Submit STRs Online

My Frequently Used Services Add a service @

MyEnquiries

File a Retum

Complete a Form Online

() Tax Registrations

Select 8 reporting obligati

Upload Form(s) Completed Offline

Payments & Refunds

Submit a Payment

Select a retum you would like to comeleta now
® Reporting Obligations

Fal
You will be given the option of filing the retum vith or without a payment.
Click on ‘Reporting Obligations’
and select STR from the drop-
W

down menu

Revenue

Cain agus Custaim na hEireann
Irish Tax and Customs
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My Frequently Used Services Add a senvice @

MyEnquines

File a Refum

Complete a Form Online
Select a retum you would like to complete now. You will be given the opfion of filing the retum wath or without a payment

() Tax Registrations  ® Reporting Obligations
ETH ' STE ' @ -

UUpload Form(s) Completed Offline

it

Revenue
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Hello TEST CODMPANT - 1 Sign owt

STR Online Return Facility

From Sept 2020, all Suspicious Transaction Reports (STRs} must be submitted online to
Revenue. The reguirement to report suspicious transactions is contained in section &2
of the Criminal Justice (Money Laundering and Terrorist Financing) Act 2010, as
amended. Duzl reporting remains a reguirement and all reporting entities must
continue ta submit STRs, to both An Garda Siechana's Financial Incelligence Unit (FIL)
and Revenue.

Flease select the format for this OWeb Reports
submission. & XML Upload

s

=r
Revenue &6
Cdln apus Sussalm na BElresnn

Sepurity = Privacy Policy = Accessibility = Terms & Conditions

21



Uploading XML File

Heello TEST COMPANY - 7

R STR Return

STR Online Return Facility

Upload a single STR report as XKL file or multiple 5STR reports within a ZIP file.
Al =TR= uploaded must conform to the go&ML Schema

% Denofes Requined Field

e =

o
Securnty = Privacy Policy = Accessibility = Terms & Conditions
Revenue &

Ciln agus Cussaln na BEIreann
Tasx and Cuso
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Entity Reference

<?xml version="1.0"7?>
- <report>
<rentity_id>7800</rentity_id>
<submission_code>E</submission_code>
<report_code>STR</report_code>
<entity_reference>123</entity_reference>
<submission_date>2019-08-21T18:22:33.8659332+01:00</submission_date>
<currency_code_local>EUR</currency_code_local>
- <reporting_person>
<first_name>TestFn</first_name>
<last_name>TestLN</last_name>
<email>test@revenue.ie</email>
</reporting_person
<reason>test reason 2</reason>
- <transaction>
<transactionnumber>312313</transactionnumber>
<internal_ref number>32132</internal_ref number>
<transaction_location>231313</transaction_location>
<transaction_description>2132131 </transaction_description>
<date transaction>2019-08-22T00:00:00</date transaction>
<teller>231321</teller>
<transmode c?deblﬂﬂ{ftransmnde code>

’s Revenue

Cain agus Custaim na hEireann
Irish Tax and Customs



Add Attachments

¥ Denotes Required Field

* Upload report:

Upload Attachment

Add Attachment

24
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Certificate

Enter Password

INT202_61281770

seennannd

Sign & Submit

Back

0%

25
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Hello TEST CODMPANT - 1 Sign owt

STR Online Return Facility

From Sept 2020, all Suspicious Transaction Reports (STRs} must be submitted online to
Revenue. The reguirement to report suspicious transactions is contained in section &2
of the Criminal Justice (Money Laundering and Terrorist Financing) Act 2010, as
amended. Duzl reporting remains a reguirement and all reporting entities must
continue ta submit STRs, to both An Garda Siechana's Financial Incelligence Unit (FIL)
and Revenue.

Flease select the format for this OWeb Reports
submission. & XML Upload

s

=r
Revenue &6
Cdln apus Sussalm na BElresnn

Sepurity = Privacy Policy = Accessibility = Terms & Conditions
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STR Web Report

\

STR Web Report

Entity ID | Test Company - 1 |

FIU Organisation ID | 123 |

Repart Type | STR |

Reporting Entity Branch | |

# Reporting Entity | |
Reference

FIU Reference Number | |

# Reason for Suspicion

Revenue

Cain agus Custaim na hEireann
Irish Tax and Customs
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o

Hello TEST COMPANY - 1 Sign out

sttt STR Online Return

Thank you.

Your STR Online Return has been
submitted.

Please check your ROS Revenue Record shortly for confirmation. See
Notice No.: 4689046494,

Go to ROS =

Revenue Home e Security & Privacy e Accessibility e Disclaimer o

Language Gaeilge

28



Revenue STR Return

v’ Received by Revenue

Your Online STR return with Entity Reference 168820 was received by Revenue and will be processed by Revenue's STR Unit.

Please contact the STR Unit on Suspicious_Transactions_Unit@revenue.ie for further queries regarding this submission.

Please find a copy of your STR return in XML format here ‘\

Click here to download

the xml file, which can
be uploaded to

29



Revenue
-~ MY SERVICES REVENUE RECORD PROFILE WORK IN PROGRESS DMIN SERVICES A DNWPZCUZVE GBWWN UWPTNZCSK LTD | EXIT

DNWPZCUZVB GBWWN UWPTNZCSK LTD - Inbox Messages @

Inbox: Some documents open in a popup window. Click here for instructions to enable popups for ROS. Please note that documents cannot be opened if you are using
Revenue's mobile app RevApp or the Microsoft Edge browser.

[-] Inbox Messages
ltems are archived periodically. To view all items, tick ‘Include Archive' in the ' Search By' option.

¢ Priority Messages

earch by: | Search using Document Type ancel Searc
Search by: | Search using D i ¥ Gancel Search
Information Services: —
Tax Type/Duty/Rep. Obl DocumentType:* | v| @ includeArchive | Q,Search
B Retums . )
denoles a required field. Raresh o @)
Payments
Refunds & Repayments Tax Type/Duty/Rep. Oblig. Issued Date &
Charges & Payments
[0 [ 4383844770 gcvﬁﬁgggﬂﬁfww" STR STR NIA 2000412020
E= Events List P
p N et Dot @ [ 47444450787 UWFTNZGSK LTD STR 8TR NUA 200472020
egistration Details
- @ DNWPZCUZVE GEWWN Y 047202
’? e St v 2O @ [ 48302066860 UWPTNZCSK LTD. STR 8TR NA 20042020
- DNWPZCUZVE GEWWN
[] 41458496824 STR STR NA 2010412020
[ Request Ststemant ofAcsounts - UWPTNZC K LTD

30



Dual reporting to Reven
remains.

Revenue &
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How do Revenue use STRs

* STRs are risk rated, data matchec

* Extensive use of data analytics to identify outlier
behaviour consistent with non compliance.

* Enhances the intelligence available to Revenue’s
investigation and intelligence teams.

) Revenue &
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How do we use STRs ?

« A profile of a business’s/individu
not in keeping with their tax returns

* Transferring proceeds of legitimate business to
evade tax.

+ Criminality or links to criminal groups.

* Financial links to businesses with high risk
(missing trader fraud, Phoenix directors).

* High quality STRs can therefore:
* Support an existing case.
* Produce a new case.

Revenue '

Cain agus Custaim na hEireann
Irish Tax and Customs
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\

¢ Good quality STRs are vital

% Name, full address (also previous) and date of birth

» Any form of Unique ID used to open account and confirm
clients identity - passport number, drivers licence number,
age card, proof of address etc.

» Monetary value of suspicious transaction(s).

» Reason for Disclosure

2 Revenue

Cain agus Custaim na hEireann
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COMMUNICATIONS

+ Information is available on the Reven
including detailed Guidelines

* Hard Copy STRs no longer accepted by Revenue.

Revenue &
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o
Please Now Complete
eRegistration for STR Reporting
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Suspicious Transactions Unit — contact details.

Suspicious Transactions Unit

Cain agus Custaim na hEireann
[rish Tax and Customs
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